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Abstract—Satellites are the backbone of mission-critical ser-
vices that enable our modern society to function, for example,
GPS. For years, satellites were assumed to be secure because of
their indecipherable architectures and the reliance on security
by obscurity. However, technological advancements have made
these assumptions obsolete, paving the way for potential attacks.
Unfortunately, there is no way to collect data on satellite
adversarial techniques, hindering the generation of intelligence
that leads to the development of countermeasures.

In this paper, we present HoneySat, the first high-interaction
satellite honeypot framework, capable of convincingly simulating
a real-world CubeSat, a type of Small Satellite (SmallSat).
To provide evidence of HoneySat’s effectiveness, we surveyed
SmallSat operators and deployed HoneySat over the Internet.

Our results show that 90% of satellite operators agreed that
HoneySat provides a realistic simulation. Additionally, Hon-
eySat successfully deceived adversaries in the wild and collected
22 real-world adversarial interactions. Finally, we performed
a hardware-in-the-loop operation where HoneySat successfully
communicated with an in-orbit, operational SmallSat mission.

I. INTRODUCTION

Satellites are complex devices designed to withstand outer
space conditions. They serve multiple purposes or types of
missions that include position and navigation, e.g., the Global
Positioning System (GPS) constellation [1]. In addition, space-
craft can range from being as massive as thousands of
kilograms, such as the International Space Station (ISS), to
much smaller one-kilogram CubeSats [2l]. As a result, the
software and hardware components that make up a specific
spacecraft vary greatly. A cyberattack on a satellite or satellite
constellation (group of satellites) could have disastrous conse-
quences on a global scale, which is difficult to comprehend.
Such an attack could lead to the cessation of air traffic and
widespread communication blackouts [3]. It could also cause
food shortages and the freezing of financial transactions [4].
Furthermore, such an attack could exacerbate the Kessler Syn-
drome [3]], a scenario in which collisions between satellites and
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debris in orbit create a cascade effect, generating even more
debris, jeopardizing future satellite launches and operations.

In this increasingly vulnerable environment, the probability
of a successful satellite cyberattack continues to rise. This is
driven by three key trends [3]: first, satellite deployments have
increased at an unprecedented pace. For instance, while an
average of 82 launches took place between 2008 and 2017, as
many as 197 launches occurred in 2023 alone, each typically
carrying multiple satellites [6]. Second, ground station technol-
ogy has become significantly more affordable (and sometimes
open source), greatly lowering the communication barrier with
satellites [7]. Thus, a broader range of malicious actors can
now communicate with satellites. Third, satellite engineers
and operators continue to rely on protocol obscurity practices,
such as hiding specialized knowledge about the transmission
protocol implemented on satellites [8].

Although satellite security research has gained increased
attention [8]], [9], the relationship between outer space and
cyberspace remains poorly understood [10]. Although the
volume of reported cyber incidents in the space sector has
grown, these reports rarely provide sufficient detail [4]. As
a result, the security community has limited visibility into
adversarial activity aimed at space infrastructure.

A honeypot’s ability to collect real-world cyberattack data
makes it an ideal solution to this problem [11]. A honeypot is
a decoy computer system intended to lure and entice malicious
actors to interact with it [[12[]; all the while, the honeypot logs
all interactions. These logs can be analyzed to discover Tactics
Techniques and Procedures (TTPs).

Since the release of the first honeypot, the Deception
Toolkit, in 1997 [13], a wide range of honeypots with ever-
increasing capabilities have been introduced. These honeypots
are used by universities, companies, and nation-states world-
wide [14]], [15], [L6], [17], [18]. Honeypots are also used
to deter malicious actors from attacking different types of
systems, from industrial control systems [18] to social media
platforms [[19]. However, as of the time of writing, there is no
space-sector specific honeypot in the literature.

In this paper, we design, implement, and evaluate the
first satellite honeypot, HoneySat, to attract and analyze ad-
versaries who attack space infrastructures over the Internet,
a commonly observed threat vector [20], [21], [22f, [23].



HoneySat is a modular, high-interaction honeypot framework TABLE |
that realistically simulates a complete satellite system (ground ~ COMPARISON OFEXISTING HONEYPOTS ANDHONEYSAT.
infrastructure and satellite). Speci cally, HoneySat simulates
Small Satellite®r SmallSatswhich are spacecraft with a mass
of less than 180 kilograms$_[24]. CubeSats, for example, are H?:”eypo” Interaction  Included

L. eature Level Protocols
SmallSats. Additionally, as part of HoneySat, we developed

Keys: v = Supported; = Not Supported.

Physics Sims Extensibility

. . . . ) Conpot [25] Low 9 0 v’

the Satellite Simulatgra Python project to provide generic  poneypLo[s]  High 3 0 N
simulation functionality for users to populate satellite honey- 1CSPot [33] High 4 1

pots with believable data. HoneylCS[31] _High 2 1 v’
We leveraged our framework to create honeypots of real- Honeybrone [32] Medium 4 L

world CubeSat missions. Our results, backed by our survey of Honeysat High 4 6 v

satellite operators, show that HoneySat's simulation is highly £ddressed e MG v UE

realistic. Our framework simulates an entire satellite mission,
provides realistic telemetry, and supports real telecommands.

Finally, we collaborated with an aerospace company to per-High-Interaction Honeypots. These honeypots offer exten-
form a hardware-in-the-loop experiment where HoneySat Sugye interaction opportunities via emulation or simulation [26].
cessfully communicated with an in-orbit, operational SmallSatheir main advantage is providing adversaries with almost

In summary, this paper makes the following contributionsjmitless interactions. However, they pose a high takeover

We introduce HoneySat, a novel, high-interaction, extemisk [27]. Examples include Cowrie [28] and HoneyPLC [18].
sible honeypot framework for small satellites (Sec| 1V). ,

We present the Satellite Simulator, a library that simulat& Honeypots State of the Art

the physical processes, sensors, and subsystems necessdrye literature on honeypots includes hundreds of implemen-
for a realistic satellite honeypot (S¢c} V). tations that simulate a diverse set of systems [29], [30]. From
We demonstrate HoneySat's high level of realism througmplementations that simulate a host's TCP/IP stack, such as
a hands-on survey where 10 experienced satellite operipneyd [26], to modern approaches that integrate social media
tors interacted with HoneySat ieal time (Sec[VI-G).  applications, such as HoneyTweet [19]. In the absence of a
We show HoneySat's extensibility features by integratingatellite honeypot, we examine the approaches most related
two real-world satellite ight software and integratingto satellites: Industrial Control Systems (ICS) and Unmanned
HoneySat into a hardware-in-the-loop operation allowingerial Vehicles (UAV), summarized in Table I.

our honeypot to communicate with an in-orbit operational Satellite systems like ICS must be aware of some physical
SmallSat (Sed. VI-E and S€c. V]-F). process, e.g., the sun's position, \8ansorsto acquire data

In the spirit of open and reproducible science, HoneySaf®out the physical world. ICS honeypots, such as Honey-
source code and experimental results are available fjffine €S [31], simulate these physical processes. In addition to

ICS, UAV honeypots such as HoneyDrone [32] achieve this
Il. BACKGROUND via simulations, and recreate attack scenarios.

This section lays out key background concepts that are Anatomy of a Satellite Mission
relevant to satellite honeypots. For honeypots: a descriptior‘\Ne now describe the components of a satellite mission
of the different existing types (Sef. TltA), as well as th?) llite missions: Fi ity and diversit i :
current state-of-the-art (Sec. T|-B). For satellites: their ope Jue to satellite missions complexity and GIVersity, we expiain
ation (Sec[TI-C), architecture (Sec. T|-D), existing protocoEaCh component and match it with one of the numbers in

ecosystems (Sec. TE), and tactics, techniques, and procedl#ﬂgs 1. Every satellite mission includes tlygound segment
(TTPs) (Sec[ TI-F).

rom which satellite operators control the satellite and the
space segmemhich includes the satellite itself.

A. Types of Honeypots Ground Segment(1). The Ground Segment (GS) covers
Honeypots are categorized by interaction levels accordiﬂ’ge ter_restrlal |nfra§tructure required for a successful _satelhte
to the interaction opportunities they provide. The two maifl eratlor_L It con5|s_ts of a ground station, respon_smle for
types of honeypots are low-interaction and high—interaction.eXChang'ng data with the gpacecraft, the cc_)mputanonal and
Low-Interaction Honeypots. These honeypots offer mini- network infrastructure requweq for communication, and the
mal interaction, simulating real systems through scripts. Tha stems to operate the satellites, e.g., servers [8]. The GS
are easy to setup and maintain, and have a reduced risk udes the Ground Segment Software (GSS) that helps

adversarial takeover. However, they provide limited interagpgratorssschedmréa{_]g send commandts and visualize S?Itfti
tion opportunities, which limits the data they provide. Some pace segmerie). The Space Segment comprises a satetiite

examples include Conpct [25] and Honeyd][26]. ora constellathn of satellltes..A s.atelllte. is launched into orbit
- ’ and then establishes communications with the ground segment.
lhttps://doi.org/10.5281/zenodo.17871431 During regular operations, satellites may communicate through
2https://github.com/HoneySat one or multiple ground stations [8].



others use open-source [39] or proprietary GSS [40]. There
are two main types of GSS: Mission Control Software (MCS)
and Ground Station Control Software (GSCS).

Mission control softwaré€8) manages TCs and scripts to
be sent to the satellite and display TM. For example, ESAs
SCOS-2000 is an MCS that provides generic functionality that
can be customized for a speci ¢ mission operation [41]. Some
missions develop their own MCS. For example, the SUCHAI
mission developed their own MCS application [39].

Ground station control software (GSC&) helps satellite
operators track and visualize the satellite's orbit and provide
information about each satellite's pass. For example, Gpredict
is a popular open-source GSCS that performs real-time satel-

lite tracking and orbit prediction [42].
Fig. 1. The components commonly found in a satellite mission.
D. Satellite Architecture

Satellite architectures are varied and complex [43]; however,

Telecommands (TC)(3) and Telemetry (TM) (4. The pere we describe the most common terminology depicted in
basic data ow between the space and ground segments are,;l}& 1's space segmef®).

and TM [34]. TM is the data the satell!telsends to the groundyhen referring to satellite architecture there is a distinction
station which may contain the satellite’s status or paylogglyyeen thelatformthat facilitates the successful operation of
data [34]. TCs are used to operate the satellite and are trafgss sareliite’s activities and theayload The platform under-
mitted and encapsulated in a space protocol (see Sec. I\Rhs the payload that ful lls the mission's purpose. Payloads
The design and implementation of TCs varies depending e, depending on the satellite’s mission and can range from
the satellite mission. From a security perspective, TCs 3if.asurement instruments to communications systems.
particularly important as an attacker thatl can send valid TCSp|atform: The platform is composed of custom-designed or
toa sgtelllte can fully takg over the mission [8]: off-the-shelf subsystems necessary for critical satellite opera-

Orbital Pass(5). A satellite and its ground station can comyigns. These include the Attitude Determination and Control
municateonly during an orbital pass. An orbital pass, or simplgystem (ADCS) to maintain the satellite's orientation (i.e.
a pass is when the satellite rises above a ground stationgiityde): the Electrical Power Subsystem (EPS) for manag-
horizon and becomes available for communication. A pas§fy power generation and distribution; the Communication
d_uratlon and timing dgpend.on the satellite's or.b|t CharaCter@Ubsystem (COMM) and the Command and Data Handling
tics and any obstructing objects, e.g., mountains [35]. Pasge®pH) subsystems to facilitate communications for receiv-
can be predicted using two-line element (TLE) data [36]. ing TC and sending TM.

Satellite Mission Operations (6). Satellite mission oper-  These subsystems are controlled via TCs sent to the satelite.
ations vary widely depending on the owning organizationgcg may be interpreted by a central C&DH System or merely
budget, and technology [37]. Nevertheless, they share sofggvarded to the recipient subsystem [44]. This managerial
commonalities, which we now describe. duty is handled by the Flight Software (FS) running on an

A mission’s operation involves a team of operators that uggnbedded system, for example, NASAs Core Flight System
ground segment software (GSS) to operate a satellite(s) qBHS) [45]. Attackers aim to gain the ability to send TCs to the
ensure the mission's success [38]. Operations are carried gt software as this may grant control over all subsystems.
in a Mission Operations Center (MOC), where operators sitpPayload The payload is the equipment that a satellite
at their workstations to manage TCs sent to the satellite(8ploys to ful Il its mission. Due to satellites' varied mis-
Operators may also remotely operate satel@9y connect-  sjons, payloads are heavily customized [46]. For example, if a
ing to the ground segment using tools such as VNC (Virtughtellite's mission is remote sensing, its payload may include
Network Computing) [7]. an infrared camera [47].

Satellite operations include two main activities: satellite
tracking and TC generation and scheduling. Satellite trackifig Small Satellite Protocol Ecosystems
calculates the satellite's position in orbit and controls the SmallSat missions can often be categorized by the adoption
ground station's tracking antenna to establish communicatiof protocols and their corresponding philosophies. Currently,
between the ground and space segments. TC generation #efle are two major protocol ecosystems which SmallSat
scheduling crafts commands to be sent to the satellite fiissions can adopt: CSP and CCSDS.
perform different functions, e.g., download payload data. Cubesat Space Protocol.The Cubesat Space Protocol

Ground (Segment) Software (GSS)GSS allows operators (CSP) family of protocols is a one-stop solution for SmallSat
to carry out the mission's routine operations. GSS are vemissions [48]. CSP is implemented as an open-source C library
diverse. Some satellite missions develop their own GSS whielled libCSP [48] and follows the TCP/IP model, including



transport and routing protocols and multiple layer 2 interfaces
such asiC (Inter-Integrated Circuit), and ZeroMQ (ZMQ) for
transmission on TCP/IP networks [49].
In the context of a satellite mission, CSP connects the
ground segment and satellite subsystems as part of a CSP
network where each subsystem is identi ed as a node. Sending
a TC is as simple as sending a CSP packet with the address
of the corresponding subsystem node.
CCSDS Space Communication ProtocolsThe Consul-
tative Committee for Space Data Systems (CCSDS) Space
Communication is a set of standardized protocols used for
different purposes in space communications [50]. A relevant
CCSDS protocol for SmallSat TM and TC is the Space Packet
protocol. This protocol is used in combination with the ECSS
Packet Utilization Standard (PUS) [51] to de ne how TCs and
TM are encoded and transported. PUS de nes services (and  Fig. 2. HoneySat framework high-level architecture design.
thus sets of TC/TM) for functionality that satellite missions
require, including large data transfer or event reporting [50].
] ] DO-2 Provide Deception. As we discussed in Sec. |, hon-
F. Space Systems' Tactics, Techniques and Procedures (TTPs) eypots' nature must remaicovertto entice adversaries
Tactics, Techniques, and Procedures (TTPs) describe a ma- to interact with it. As such, our second objective is for
licious actor's behavior in a structured scheme to understand HoneySat's nature to remain hidden from adversaries.
how they might execute an attack [52], [53]. The SPACBO-3 Provide Extensibility and Customizability. A frame-
SHIELD matrix [54] is a framework used to standardize space  work's main purpose is to provide generic functionality

systems' TTPs, for examplground segment compromise that can be customized to meet the user's needs. In
HoneySat's case, we must be able to support multiple
ll. THREAT MODEL SmallSats. For example, a particular SmallSat may use

Following Fig. 2, we assume that an adversary willing CSP or CCSDS ecosystems. As such, HoneySat's third
to compromise a satellite can only interact with the space o©bjective is extensibility and customizability.
segment simulation by sending TCs from the ground seg-
ment rst. To gain initial access to the ground segment, an HoneySat's Design Principles
adversary needs to connect via one of the exposed network
protocols discussed in Sec. II-E, which correspond to theTo meet our objectives, we selected the following principles:
operational protocols used in real satellite missions. Freyp_q High-Interaction Simulation. As we described in
there, an adversary may try to launch different commands to  gqc IIl-A, high-interaction honeypots give adversaries
take full control and/or compromise the services offered by  he same or almost identical interaction opportunities
the satellite's mission as depicted in Fig. 4. Finally, in this 55 3 real satellite. For these reasons, we selected high-
paper, the modeling of physical radio communication between  interaction simulation as our rst design principle. This
the space and ground segments, which is commonly used in design principle is based on design objective DO-1.

practice, is considered out of scope and left for future Wofp_5 Realistic Simulation. As discussed in Sec. II-B, satel-
The threat model is further referenced in Sec. IV-E. lites track their orbit location, among others. These

details must be simulated; otherwise, they may alert
adversaries that they are interacting with a fake system.

In this section, we explain the objectives we aim to  This design principle is based on design objective DO-2.
achieve (Sec. IV-A), the design principles we follow to mep-3 Modularity. As we explained in Sec. Il, satellites are
such objectives (Sec. IV-B), and the overall design of our  complex and diverse systems. To tackle this problem, we
Space (Sec. IV-D), and Ground (Sec. IV-C) segments. designed HoneySat to be modular. This design principle
is based on our objective DO-3.

IV. HONEYSAT FRAMEWORK DESIGN

A. HoneySat's Design Objectives ] ) )
We now describe HoneySat's architecture design and how

Our design aims to achieve the following objectives: this architecture integrates tha@esign principlesdescribed
DO-1 Capability to Capture Rich Interaction Data. As above. At the highest level, our framework's architecture, de-
explained in Sec. I, the number one objective of anyicted in Fig. 2, consists of two sets of simulations, $pace
honeypot is to capture interaction data from which wgegment simulationsnd the ground segment simulations
derive knowledge on adversaries’ TTPs. As such, Homaple VII illustrates how HoneySat's simulation components
eySat's rst objective is to capture rich interaction datamatch the components of a real satellite mission.



C. Ground Segment Design

Following Sec. II-C, the purpose of the HoneySat's ground
segment (depicted in Fig. 1V) is to simulate the ground seg-
ment assets, e.g., the ground segment software. To accomplish
this, our design includes the following components: 1) the
Exposed Network Protocql2) theGround Segment Software
3) theRadio Simulator4) theGround Personalityand 5) the
Logging Repository
1) Exposed Network Protocols.To provide adversaries
with feasible access to our honeypot, HoneySat exposes nfﬂﬁ_ 3. High-level architecture of the Satellite Simulator. Due to space
. . K ! imitations, we do not show all the available sensors and simulations.
tiple means of interaction over a network such as the Internet.
We designed HoneySat to support four different interaction

methods using different protocols, namely VNC, Telnet, Welg¢ ight software for HoneySat to provide nearly identical
and Access to the ground station via raw packet transmittifigeractions to an adversary. This produces a high-interaction
capability; following the design principle DP-3. We selectefioneypot simulation that follows design principle DP-1.

these protocols based on data obtained from our satellite)y gatellite Simulator. One of the biggest challenges when
operator survey, discussed in Sec. VI-C, which revealed thfdsigning HoneySat was simulating all the physical processes,
satellite operators do use remote access tools, such as Wep ‘atitude, that satellites need to know. The Satellite Simula-
interfaces and screen sharing, to operate satellites. tor solves this problem by simulating all the necessary satellite

2) Ground Software. As discussed in Sec. II-C, the groundshsystems;, e.g., the Electrical Power System, and the sensors,
software includes mission control software (MCS) and groundy 3 GPS receiver.

station control software (GSCS). We leverage existing groun As shown in Fig. 3, the Satellite Simulator includes ve

software, e.g., Gpredict, allowing HoneySat to provide a highioqyle types:simulation modulegorange),sensor modules

interaction simulation foIIOV\_/ing desig_n principle DP-1. . (blue),subsystem state modul@seen) satellite state modules
3) Radio Simulator. As discussed in Sec. II-C, commum—g

. . v , ?ray) andinterface modulegyellow).
cation between the satellite and the ground station is possi &imulation ModulesThese modules are abstractions of real-

only .dgrmg a pass. The purpose of _the Radp Slmulator World processes required for a realistic satellite simulation
to mimic real orbital passes by enabling and disabling corgy P-2), e.g., the orbital simulation which uses orbital mechan-

munication between HoneySats ground and space sedMilllyy calculate data like the satellite’s orbital position.

simulations at the appropriate times. The Radio Simulator . . : .
: ! o These simulation modules can communicate with each other
design follows the design principles DP-2 and DP-3. " . .
; o to facilitate proper functionality. For example, the power
4) Ground Con guration. The ground con guration is a _. . . . : . .
simulation queries the orbital simulation for data to determine

series of settings for the ground segment-speci ¢ con U the satellite is positioned properly to draw power from its

tions, e.g., the satellite mission logo in the Web Interface. . . . o .
5) Logging Repository. This repository records data suc solar pqnels. Thg Satellite Simulator includes six S|mu_lat|ons,
' he orbital, rotation, power system, thermal, magnetic, and

as the TM/TC traf c to and from the ground station software . .

; . . . ayload simulations.

and the logging attempts received in the web interface. WE . . ) ) ) .

designed the ground segment simulation logs to be catego©rbital Simulation. The orbital simulation calculates the
rized and timestamped. The logging repository design followssatellite's orbit [36]. It uses the TLE data con gured in the

design principle DP-3. satellite personality and it generates multiple values such as,
) latitude, and longitude of the satellite. The payload, EPS,
D. Space Segment Design and magnetic simulations rely on data from this simulation.

The purpose of the HoneySat's space segment is to mimidRotation SimulationThis simulation calculates the satel-
the spacecraft, as discussed in Sec. II-C. To accomplisHite's attitude changes to provide its orientation by using
this, our design includes the following components: 1) the a reference frame xed to the satellite body and a non-
satellite'sFlight Software Runtime2) the Satellite Simulatgr ~ rotational reference frame. The relation between the two
3) the Flight Software Services4) the Satellite Personality  reference frames is calculated using the conservation of
and 5) theLogging Repository angular momentum and the rigid-body Euler equation [55].

This simulation's data is used by payloads like the Red,

1) Flight Software Runtime. As discussed in Sec. II-D, the Green, Blue (RGB) camera to point towards Earth's surface.
satellite ight software manages all critical functions required Power System SimulatioriThis simulation manages the
for the mission operation, such as interacting with hardwaresatellite's power collection, consumption, and distribution.
peripherals, processing TCs, and sending TM. For this tolt tracks the battery capacity, the power draw and simulates
work we need an environment where services that handle Tattery charging whenever the orbital simulation tells it that
intended to run on ight software can be run. We reuse existingthe satellite is exposed to sunlight.
compatibility or testing wrappers to run the relevant parts Thermal Simulation.This simulation calculates the satel-



lite's temperature based on the total thermal energy and a

user-de ned speci ¢ heat capacity and uses a radiation loss

formula [56] to calculate the thermal radiation emission.

Magnetic SimulationThis simulation tracks and analyzes

the interactions between the Earth's magnetic eld and

the satellite's own magnetic environment. It communicates

with the orbital and rotation simulations to determine the

satellite's position and orientation to calculate the Earth's

magnetic eld components.

RGB Camera SimulationThis simulation replicates the

functionality of an RGB camera pointed at Earth. It uses

Earth observation satellite imagery from the U.S. Geolog- Fig. 4. HoneySat's Theory of Operation.

ical Survey (USGS) [57]. If a capture image command is

issued, it will select and return an image. This simulation

communicates with the orbital simulation to determine if 4) Satellite Personality. The satellite personality module

satellite is in the presence of the sun. is designed to provide a central con guration location for the

Sensor ModulesThese modules are abstractions of the hardpace segment. It includes FS and Satellite Simulator con-
ware sensors used by a satellite, i.e., temperature sensor. Pugation values such as the satellite's battery capacity. The
sensor modules do not perform any computations, instead tiseyellite personality makes our framework easily customizable;
collect data directly from the simulation modules followinghus following our design principle DP-3.

DP-2. For example, the voltage sensor will query the power5) Logging Repository. We designed each space segment
simulation to collect data about the current state of the battecpmponent to provide detailed logs. As shown in Fig. 3, all

Subsystem State ModuleEhese modules are abstractionSatellite Simulator modules can send their own logs.
of the satellite subsystems discussed in Sec. II-D. A given
subsystem state is made up of one or more sensors. EOrTheory of Operation
example, in Fig. 3 thePayload State(light green) includes
the Camera Sensoflight blue). In this way, subsystem states [N this section, we provide a brief overview of how the
serve two purposes. They caet data from their sensors ordesigned framework components shown in Figure 2 interact
canseta speci ¢ con guration on their sensors. by following the numbers in Fig. 4.

Satellite State ModuleThis module is an abstraction of an An adversary gets initial access via one of Exgposed Net-
entire satellite. As depicted in Fig. 3 ti8atellite Statelight Wwork Protocols(1). On interacting with th&Simulated Ground
gray) is made up of multiple subsystem states. Satellite St&@gmentan attacker is presented with access to @eund
module routes messages between the Satellite Simulator &@dtware(2). The con guration of this ground software is
the modi ed ight software. For example, if the modi ed ight de ned by theGround Con guration which allows the ground
software sends a message to the Satellite Simulator requesgieijware to look like one of many different missions from
to provide the present voltage in the EPS, the satellite stéde protocol ecosystem to the attacker. The attacker can then
will route that message to the EPS State. interact with theGround Software while their actions are

Interface Module.This module is an abstraction of thereported to the.ogging RepositoryThey might want to try to
communication protocol between the modi ed ight softwaregain more privileges on the ground segment or try to send TC
and the Satellite Simulator. As depicted in Fig. 3, thierface to the space segment. Instead of deploying a ground station
(light yellow) is the module that connects the ight softwarevith an RF transmitter and associated hardware, we employ
services with the Satellite Simulator simulations. theRadio Simulatof3) to handle all simulated radio frequency

This protocol must implement two basic message typesmmunications.
requestsandreplies However, to meet DO-3, the underlying When an attacker uses the ground segment to send a valid
implementation of these messages is left open for the userT@ or raw packets, th®adio Simulatorchecks whether the
decide based on their requirements. satellite con gured in theSatellite Personalityis currently

3) Flight Software Services.The ight software services passing over the designated ground station location. If so,
that process TC and provide TM act as the bridge betwethre Radio Simulatorforwards the TC to thd-light Software
the Satellite Simulator and the rest of the honeypot. In cas&antime (4. When the Flight Software Runtimereceives
service requires some data from a subsystem of the sateliteommand, it will run the correspondinglight Software
or a command is sent to a subsystem, it is passed to erviceto compute a respong®). In case it requires either
satellite simulator instead. Theatellite state moduleoutes changes to an on-board system's state or a sensor value to
the service's messages to and from the Satellite Simulatoreitecute the TC, it will invoke theSatellite Simulator(6).
uses a list of message IDs that can be customized basedTbe Satellite Personalitycontains the con guration used by
the protocol ecosystem and software architecture complyitige Satellite SimulatarOnce a TC is processed, the resulting
with our design principles DP-1 and DP-3. TM is routed back through thRadio Simulatorto either the
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