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Deception with Honeypots
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* Lures attackers into controlled, instrumented decoys

« High-interaction “mission realism": Real ground tools + realistic interfaces
» Detecting presence (and methods) of Attackers

 Honeypots often mimic key behaviors, not the full real system

- We need a realistic decoy that doesn’t require mission-specific internals
and doesn’t reveal how the real mission works
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 ROSAT X-ray astronomy satellite launched in 1990

- Instrument damage associated with Sun exposure/pointing issues,
followed by shutdown in 1999

- A network intrusion into systems associated with NASA/GSFC was
documented

- Permanent damage to onboard systems

- How are these incidents connected?
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Design Objectives of a Satellite
Honeypot




\ 1

_ Overview

Mission
Control Server

N &

Ground Station Mission Operations Remote Operator
Center




. Attacker Model

RF Attacker

U- Mission
= Control Server

!

P

5. — @
Ground Station Mission Operations I Network Attacker

Center



\

3 . HoneySat

7,

Mission
Control Server

!

P

tC o

Ground Station Mission Operations I Network Attacker

Center




\

3 . HoneySat

7,

Mission
Control Server

ty
P
5 — @

Sl
Ground Station Mission Operations .~ el Network Attacker

Center



_ Simulating A Satellite

/|\\\

Data Handling

Computer

—————

Mission
Control Server

, AN
’ N
v N
4 N
7 N
7
o \\
N
\
N
N
N
N
N
N
N
<+—> .
N
L e '
\
\

Le \
Ground Station Mission Operations .~ e Network Attacker ;

Center




_ Simulating A Satellite

/|\\‘

Command
handling
Software

Other
Subsystems

Mission
Control Server

L@*“‘*g

Le
Ground Station Mission Operations .~ e Network Attacker

Center

—————




N/
S 7

- _ Delivering Believable Spacecraft
Subsystem (EPS)

"’ll |\\\

Existing
Sat. Software

Mission

Mission Operations
6 Center

Control Server

Sat State

I Behavior

”Radio Simulator

!

P

T
Sl

&

Network Attacker

...............
e

Other Subsystems

\\
................



%>

S\,

Sat Personality

—————

N
N
<_> AR
-9 @ \
\
\
\
I

Le
' Network Attacker ;



I
\\/

Delivering Believable Ground Infrastructure

%>

« Operator workstation with Remote Desktop
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« Operator workstation with Remote Desktop

« Network with Mission Control Server and Ground Station
« Mission Control Client

« Ground Station Control Software

« Standard Operational tools bundled for Realism
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* 10 experienced SmallSat operators (1-10 years; 1-5 missions; diverse
regions/sectors)

« Overall realism: 90% agreed they “would not be able to distinguish”
HoneySat from the real mission.

« We support interactions for 33 / 38 SPACE-SHIELD techniques
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« Website with weak credentials as initial entry point

« Multiple entry styles tested:
1.  Web-based mission control interface
2. Ground-station appliance config page

3. Internal “mission” website

« Best-performing lure: a Django based mission-style website with
documentation + remote-desktop credentials to entice access

25
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All Attackers interacting with the MCS Performed Spacecraft’s Components Discovery

Gather Victim
Mission Information

Active Scanning
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Loop

Deceiving attackers observing
the real Ground Station





